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1.     WHAT IS THE PURPOSE AND SCOPE OF THE SERVICE?
To provide an External and Internal Penetration Test ("Pen Test") for Yonkers Public Schools ("District"). This service evaluates a hacker's capabilities to compromise the external network devices, systems, and services.

The assessment's objective is to provide feedback to the District concerning its ability to preserve the Confidentiality, Integrity, Availability, and Security of the information maintained by and used by its origination. 

To assess the District's security posture and will identify the applications, systems, and network vulnerabilities, gaps in IT security governance; assessment of patching methodologies; current network security capabilities, and potential existing security incidents. The Pen Test and reporting will be based on NIST 800-53 (Security and Privacy Controls for Information Systems and Organizations).

This assessment will include external accessible systems, hosts, and applications with the District's environment. It shall consider, at a minimum, all the following to be within the scope of work:

· Identifying application, system, and network vulnerabilities and assessing their patching methodologies.
· Limited to publicly accessible hosts residing in the District network segments deemed part of the District's IP block. This includes underlying Network Management and Out of Band zones and segments that provide network communications and services to the publicly accessible hosts. The private addresses or servers will also be in scope, but access will be through other means. 
· Conducting vulnerability scanning and current patching methodology assessment for District hosts and endpoints. Scans on servers will be performed outside of normal business hours, 6:00 pm to 7:00 am, or directed by the District.
· Performing denial of service and potentially disrupting tests will occur during testing periods approved by both parties.
· Conducting Pen Tests for publicly accessible systems when initial vulnerability scanning identifies potential high-impact vulnerabilities. 
· Conducting web application testing based on the current OWASP top 10 listing. 
· If testing comes across systems out of scope, the test will stop as the findings will be documented. At the time of the findings,  the District will be notified of the out-of-scope networks or resources.
· If the Pen Test gains access to a system, the testing should assess the attacker's ability to leverage the system to access other systems and networks.
· Web applications encountered will be tested against the technologies used. A username and password may be required for further testing of a specific site as requested.
· The wireless Pen Test will need to be performed at each location since the SSID's are not centrally managed. Based on the scoping document's question, testing of the main location should be performed, and depending on the results, other sites can be added. Rogue devices will be used to connect to the network and attempt to perform various compromises.
· Publicly available information or access data via the District's IPs or sites will be discovered and used throughout the test. A security assessment will be performed against websites and review emails, passwords, and information on the dark web.
· If any gaps in IT security governance are found, the District will receive recommendations. 
· Recommendations will be provided on best practices to secure the existing infrastructure if any current vulnerabilities are found.
· Assessing existing security systems and components, including antivirus, firewalls, and network monitoring. Assessment of current network security capabilities and their ability to identify and potentially stop cyber-attacks, data loss, and misuse of IT resources. These network security resources include firewalls, Intrusion Prevention Systems, and endpoint security applications.
· If the District encounters any alerts during the Pen Test, kindly document the alert and send it forward for review. 

The internal Penetration Test will model threat scenarios against internal targets. The test will be limited to the District’s servers. The internal penetration test mimics a malicious user's threats attempting to penetrate the District's network security controls; typical scenarios include compromising domain-level password files and gaining access to critical financial systems. Testing will be performed from within the District's internal network and attempt to identify and validate vulnerabilities affecting production application systems. Network scanning tools will be used such as Nmap, Core Impact, Super Scan, and Burp to view the District network locating target systems. Ping sweeps, port scans, and banner grabs will be used to identify District hosts and the services running on each host. Targeted systems will be scanned and analyzed for misconfigurations, known vulnerabilities, and other security risks. Specific tests for the District's environment will be designed and use "hacker" techniques to exploit the vulnerabilities identified. Scan types to be used include SYN, FIN, and XMAS scans.

2.     AMOUNT OF SERVICE
(Set forth all quantities and/or amounts of time required to be devoted to the contract and describe where services are to be provided as specified in Schedule “B”)

The fees are as follows: External Pen Test-$12,500, Internal Pen Test on Servers: $20,000.

3.     WHO IS SERVED?
(Describe whether services are to be provided directly to students, to staff, etc.)

Services will be provided to the BOE, on behalf of the District. 

  	
4.     WHO WILL PROVIDE SERVICES? 
(If individual providers are contemplated, set forth the names and qualifications of the service providers)

Firm:  Nawrocki Smith LLP
Partner:  Darin V. Iacobelli, CPA/CFF, CFE
Director:  Dimitris Bantileskas, CPA/CFF/CITP, CVA, CFE, Certificate in Cybersecurity Audits
Additional staff may be assigned as deemed necessary during the information gathering, scanning, exploitation phases of this project.

4a.	WILL THE CONTRACTOR BE UTILIZING ANY VOLUNTEERS, OR BE HIRING/UTILIZING ANY SUBCONTRACTORS IN FURTHERANCE OF THIS AGREEMENT?  IF SO, PLEASE LIST ALL OF THEIR NAMES AND CONTACT INFORMATION.  
(If the Contractor will be using any subcontractors, volunteers, and/or other agents other than the individuals identified in question #4 above or #7 below, they need to be disclosed here)
Stetson Cybergroup
CEO:  Brian Busto, CEH, ECSA, CHFI
Director:  Joseph Horwitz, CISA, CIA, CRMA
Additional staff may be assigned as deemed necessary during the information gathering, scanning, exploitation phases of this project.

5.     WHAT WILL BE COMMUNICATED TO DISTRICT PERSONNEL, PARENTS, OTHERS ABOUT PROGRESS AND RESULTS OF THE SERVICES?
(How specifically will the contractor report to the School District (or parents, if applicable) about their progress towards achieving the goals of the contract?)

The Board of Education and Management will receive a report upon completion of projects.  A report will be submitted to the District, and the report will target two different groups: business executives and technical teams.  The pen test report starts with an executive summary explaining the penetration test strategy in business terms, identifying risk rating results.  The second part of the report is a technical detail, which is more descriptive and specific. The technical team will use this part of the report to fix security issues discovered during the penetration test.

6.     HOW WILL THE QUALITY BE JUDGED?
(Set forth the method which will be used to evaluate contractor’s performance)

While the scope defines what will tests will occur, the rules of engagement define how testing occurs.  

Nawrocki Smith does not offer any implied or express guarantees regarding results of the District’s security.  Security is an evolution of changes. 

As a result of this, the District guarantees that it has the legal right to subject the designated computer system to the security mentioned above Penetration Test. If it is not the computer system owner, it has obtained such a request from its legal owner. 

The District will not hold Nawrocki Smith liable for any indirect, punitive, special, incidental, or consequential damage (including but not limited to loss of business, revenue, profits, use, data, or another economic advantage); however, it arises, whether for breach or in tort, even if Nawrocki Smith has been previously advised of the possibility of such damage. 

The District has the sole responsibility for adequate protection and backup of data and equipment used to connect with the tests and will not claim Nawrocki Smith for lost data, re-run time, and inaccurate output work delays lost profits resulting from the tests. 

Nawrocki Smith will not divulge any information that has been disclosed between parties about the tests. All results are confidential and will be treated as such. 

Confidential information can be used for the tests. Where disclosure to a third party is essential, the party wishing to disclose the information shall obtain prior written authorization to do so from the other party.  

All confidential material will be destroyed immediately after the tests. The information is not necessary for drafting the test reports. Any data related to the test will be destroyed thirty-days after the report is delivered to the District. 

The District should respond in a typical fashion to any detections or alerts generated during the tests. Conditions including firewall logs, IPS or IDS systems, AV alerts, etc., as it would do in an absolute security situation, not to distort the test results. However, the District agrees not to notify the legal or public authorities of this penetration.


7.     PERSONS RESPONSIBLE FOR ADMINISTERING THE CONTRACT.
(There must be a single Board administrative employee identified as the person responsible. This person will also be responsible for signing off on contract payments)


CONTRACTOR’S NAME, ADDRESS & CONTACT INFORMATION
Darin V. Iacobelli, CPA
Nawrocki Smith, LLP
290 Broad Hollow Rd
Melville, NY 11747
631-756-9500 x 209

CONTRACTOR’S FEDERAL IDENTIFICATION NUMBER
74-3216978

CONTRACTOR’S STATUS (e.g., corporation, individual, unincorporated, etc. and where)
Partnership


8.     ARE THE SERVICES PURSUANT TO A GRANT AGREEMENT?  IF YES, WHAT IS THE GRANT, AND WHAT ARE THE GRANT REQUIREMENTS RELATED TO THIS AGREEMENT?

No

9.	WILL THE CONTRACTOR BE RECEIVING ANY STUDENT DATA OR OTHER DATA FROM YONKERS PUBLIC SCHOOLS?  IF YES, PLEASE DESCRIBE.  IF STUDENT DATA IS BEING SHARED, PLEASE PROCEED TO QUESTION 10 BELOW. 

No


10. 	WILL THE STUDENT DATA BE USED FOR THE PURPOSE OF DEVELOPING, VALIDATING, ADMINISTERING STUDENT AID PROGRAMS, OR IMPROVING INSTRUCTION?  IF YES, PLEASE SPECIFICALLY DESCRIBE. 

No
Updated August 19, 2019		1
